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Important Safety Instructions

1. Read these instructions.
2. Keep these instructions.
3. Heed all warnings.

4. Follow all instructions.

5. Clean only with dry cloth.

6. Do notinstall near any heat sources such as radiators, heat registers, stoves, or other apparatus (including
amplifiers) that produce heat.

7. Only use attachments/accessories specified by the manufacturer.

8. Refer all servicing to qualified service personnel. Servicing is required when the apparatus has been
damaged in any way, such as power-supply cord or plug is damaged, liquid has been spilled or objects have
fallen into the apparatus, does not operate normally, or has been dropped.

9. Installation should be done only by qualified personnel and conform to all local codes.
10. Use only installation methods and materials capable of supporting four times the maximum specified load.
11. Use stainless steel hardware to fasten the mount to outdoor surfaces.

12. To prevent damage from water leakage when installing a mount outdoors on a roof or wall, apply sealant
around the bolt holes between the mount and mounting surface.

13. The mounting height above ground level shall be more than 3 meter for wall mount height.

CAUTION: These servicing instructions are for use by qualified service personnel only. To reduce the risk of electric shock do
not perform any servicing other that contained in the operating instructions unless you are qualified to do so.

Only use replacement parts recommended by Pelco.

The product and/or manual may bear the following marks:

This symbol indicates that dangerous voltage constituting a risk of electric shock is present within this unit.

CAUTION: RISK OF ELECTRIC SHOCK. DO NOT OPEN.

ﬁ This symbol indicates that there are important operating and maintenance instructions in the literature
accompanying this unit

ﬁ WARNING: HAZARDOUS MOVING PARTS. KEEP FINGERS AND OTHER BODY PARTS AWAY.

|:| Denotes Class Il double insulated device.

ATTENTION|  WARNING: This product is sensitive to Electrostatic Discharge (ESD). To avoid ESD damage to this product,
‘\ use ESD safe practices during installation. Before touching, adjusting or handling this product, correctly attach an
Dssm‘t‘mwm ESD wrist strap to your wrist and appropriately discharge your body and tools. For more information about ESD
elcmosiane | control and safe handling practices of electronics, please refer to ANSI/ESD S20.20-1999 or contact the
SENSITIVE DEVICES . . ..
Electrostatic Discharge Association (www.esda.org).




Important Notices
Regulatory Notices [FCC CLASS A]

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may not
cause harmful interference, and (2) this device must accept any interference received, including interference that may cause
undesired operation.

Radio and Television Interference

This equipment has been tested and found to comply with the limits of a Class A digital device, pursuant to Part 15 of the FCC
rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated
in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference in which case the user will be required to correct the
interference at his own expense.

Changes and Modifications not expressly approved by the manufacturer or registrant of this equipment can void your authority
to operate this equipment under Federal Communications Commission’s rules.

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

Legal Notice [Audio Notice]

SOME PELCO EQUIPMENT CONTAINS, AND THE SOFTWARE ENABLES, AUDIO/VISUAL AND RECORDING
CAPABILITIES, THE IMPROPER USE OF WHICH MAY SUBJECT YOU TO CIVIL AND CRIMINAL PENALTIES.
APPLICABLE LAWS REGARDING THE USE OF SUCH CAPABILITIES VARY BETWEEN JURISDICTIONS AND MAY
REQUIRE, AMONG OTHER THINGS, EXPRESS WRITTEN CONSENT FROM RECORDED SUBJECTS. YOU ARE SOLELY
RESPONSIBLE FOR INSURING STRICT COMPLIANCE WITH SUCH LAWS AND FOR STRICT ADHERENCE TO ANY/ALL
RIGHTS OF PRIVACY AND PERSONALTY. USE OF THIS EQUIPMENT AND/OR SOFTWARE FOR ILLEGAL
SURVEILLANCE OR MONITORING SHALL BE DEEMED UNAUTHORIZED USE IN VIOLATION OF THE END USER
SOFTWARE AGREEMENT AND RESULT IN THE IMMEDIATE TERMINATION OF YOUR LICENSE RIGHTS
THEREUNDER.

NOTE: Improper use of audio/visual recording equipment may subject you to civil and criminal penalties. Applicable laws
regarding the use of such capabilities vary between jurisdictions and may require, among other things, express written consent
from the recorded subjects. You are solely responsible for insuring strict compliance with such laws and for strict adherence to
any/all right of privacy and personality.

Video Quality Caution

Frame Rate Notice Regarding User Selected Options

Pelco systems are capable of providing high quality video for both live viewing and playback. However, the systems can be
used in lower quality modes, which can degrade picture quality, to allow for a slower rate of data transfer and to reduce the
amount of video data stored. The picture quality can be degraded by either lowering the resolution, reducing the picture rate, or
both. A picture degraded by having a reduced resolution may result in an image that is less clear or even indiscernible. A picture
degraded by reducing the picture rate has fewer frames per second, which can result in images that appear to jump or move
more quickly than normal during playback. Lower frame rates may result in a key event not being recorded by the system.

Judgment as to the suitability of the products for users' purposes is solely the users' responsibility. Users shall determine the
suitability of the products for their own intended application, picture rate and picture quality. In the event users intend to use the
video for evidentiary purposes in a judicial proceeding or otherwise, users should consult with their attorney regarding any
particular requirements for such use.



Open Source Software

This product includes certain open source or other software originated from third parties that is subject to the GNU General
Public License (GPL), GNU Library/Lesser General Public License (LGPL) and different and/or additional copyright licenses,
disclaimers, and notices.

The exact terms of GPL, LGPL, and some other licenses are provided to you with this product. Please refer to the exact terms
of the GPL and LGPL at http://www.fsf.org (Free Software Foundation) or http://www.opensource.org (Open Source Initiative)
regarding your rights under said license. You may obtain a complete corresponding machine-readable copy of the source code
of such software under the GPL or LGPL by sending your request to digitalsupport@pelco.com; the subject line should read
Source Code Request. You will then receive an email with a link for you to download the source code.

This offer is valid for a period of three (3) years from the date of the distribution of this product by Pelco.

Korean Class A EMC
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ESD Warning

A'I'I'ExTION WARNING: This product is sensitive to Electrostatic Discharge (ESD). To avoid ESD damage to this product,
At

use ESD safe practices during installation. Before touching, adjusting or handling this product, correctly attach an
s ns|  ESD wrist strap to your wrist and appropriately discharge your body and tools. For more information about ESD
eecmosane | control and safe handling practices of electronics, please refer to ANSI/ESD $20.20-1999 or contact the
SENSITIVE DEVICES . . ..
Electrostatic Discharge Association (www.esda.org).

Warranty

For information about Pelco’s product warranty and thereto related information, refer to www.pelco.com/warranty.

Network Topology Statement

IMPORTANT NOTE. PLEASE READ. The network implementation is shown as a general representation only and is not
intended to show a detailed network topology. Your actual network will differ, requiring changes or perhaps additional network
equipment to accommodate the system as illustrated. Please contact your local Pelco representative to discuss your specific
requirements.



Preface

This user manual is to be used as a reference for the installation and manipulation of the camera unit including features,

functions, and a detailed explanation of the menu tree.
This manual provides the following information:

e Product Overview: The main functions and system requirements of the unit.
e Installation and Connection: Instructions on unit installation and wire connections.

e Administration and Configuration: The main menu navigation and controls explanations.



1. Product Overview

1.2 Physical Characteristics

AC24V 3A
50/60 Hz
DC48V 1.2A

FIGURE 1-2: CAMERA CONNECTIONS AND FEATURES 2/2

1. Pendant Cap: Open the pendant cap by loosening the T-20 torx star screws and then connect required items (digital I/O
connectors, power terminal, and RJ-45 network port) if necessary. In addition, both the reset and default buttons are
embedded here for utilization when needed.

2. Activity Behaviors:
Booting: With a fast flashing green, the LED indicates the camera is currently booting.
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Software updating: With alternating fast/slow flashing green, the LED indicates the camera is updating software.
Booting failure: With a slower flashing green, the LED indicates the camera failed to boot.
Booting completion: With the green light off, the LED indicates the camera has completed booting.
RJ-45 Network Port: Connect the RJ-45 plug to this port for network connection. The Network Port accepts a PoE BT
(Class 7) power sourcing equipment (PSE) to supply power through Ethernet cable.
Power Terminal: The port is to connect with either external DC 48V or AC 24V power supply. NOTE: There is no polarity
for the power connection.
Default Button: Press the button for 5 seconds to restore the camera’s settings back to the factory default.
Reset Button: Press the button for approximately 1 second to reboot the camera.
Digital /0 Connectors:
. Alarm In: Via “GND” and “Al” ports, connect to external device that can trigger alarm input signals.
. Alarm Out: Via “COM” and “AQ” ports, connect to external device to be triggered through alarm output signals.
. Audio In: Via “Au/l” and “GND” ports, connect to external device such as microphone that receives sound for camera.
. Audio Out: Via “Au/O” and “GND” ports, connect to device such as speaker to be triggered through alarm output signals.
Micro SD Card Slot: This slot is for inserting an optional micro SD card (not supplied) for local file storage.
SD Card Cover: Open the SD card cover by loosening the T-6 torx star screws and then insert micro SD card, if necessary.
IR Board: The IR LED embedded board for illumination under a low-light environment. (The IR Board is hidden under the

front window assembly).

Note 1. The product is intended to be supplied by a Listed Power Unit marked “L.P.S." (or “Limited Power
Source") and rated output 24Vac, 50/60Hz, 3A, 48Vdc, 1.2A or PoE BT, 0.96A minimum.

2. The product shall be installed by a qualified service person and the installation shall conform to all
local codes.




2. Installation and Connection

2.1 Unpacking Everything

Check all items in the product box against the order form and the packing slip. In addition to this manual, the items below are
included in the product box.

IP PTZ Outdoor Dome * 1

Pin-in T-20 Torx Star Wrench * 1

Pin-in T-6 Torx Star Wrench * 1

12-pin Terminal Block * 1

2-pin Terminal Block *1

Printed Installation Manual, Important Safety Instructions, and Resources Sheet * 1
Rubber Cap * 3

Anti-Seize Lubricant (Dow Corning MOLYKOTE 4 Electrical Insulating Compound)*1
Printed ROHS Statement Slip *1

Water Proof Gland

Please contact your dealer if any item is missing.

2.2 Optional Accessories

The following tools and parts might help you complete the installation:

Drill

Screwdriver

Wire Cutter

IWM/IDM/SWM or PP series mounts offered by Pelco (not supplied), (refer to specification sheet for application mounts)
Pipe Nipple Adapters (if using pipe/conduit)

Conduit Adapters (if applicable)

Rain Tight Compression Connector with Lock Nut (if applicable)

RJ-45 Connector to Terminate Wires

Catb (or higher) Cable

2-Wire Power Cable and 12-Wire Multi-Conductor Cable (if using alarms, relays and/or line-in and line-out audio) is limited
to 28-20AWG range.

2.3 Installation

2.3.1 Checking Appearance
Although the protective materials used for the packaging should be able to protect the unit from most accidents during
transportation, check the unit and its accessories for any visible damage. Remove the protective film to check items in

accordance with the list in 2.1 Unpacking Everything

2.3.2 Inserting the Micro SD Card

1. If necessary, loosen the 2 (T-6) SD card cover screws with a T-6 torx star wrench (supplied).

2. Remove the SD card cover to insert a micro SD card (not supplied) into the slot.

3. After that, use the T-6 torx star wrench to tighten the 2 (T-6) SD card cover screws and complete insertion.
NOTE: The recommended torque of the screw is 0.3 Nm (Newton meter).

10
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Micro
SD Card

FIGURE 2 - 1: INSERTING MICRO SD CARD

2.3.3 Installing the Camera
You can install the Spectra® Professional IR and 4K Series IP PTZ Outdoor Camera by using the following method.
® Installation using pipe/conduit (not supplied) or a Pelco mount such as IWM/IDM/SWM or PP series (refer to

2.3.3.1 Installation with Pelco Mount) (not supplied)

2.3.3.1 Installation with Pelco Mounts

1. Install a Pelco mount such as IWM/IDM/SWM or PP series (not supplied) on the walls or the ceiling. Refer to the
instructions supplied with the mount.

2. Before mounting the camera, make sure that the network cable, power cable and digital I/O cables have been passed
through a Pelco mount (IWM) series (not supplied).

3. If using the supplied water proof gland (recommended), puncture a round hole(s) in the gland that is smaller than the
diameter of the cable that will be passed through the gland. Feed an unterminated cable thru the hole in the gland.
Terminate the cable with the appropriate connector.

4. Apply anti-seize lubricant (supplied) to the camera’s pendant cap threads before attaching the camera to the mount. After

that, mount the camera on a Pelco mount (IWM) series (not supplied).

NOTE:
a. Mounts must be sealed to prevent condensation in the camera.
b. Please install the camera carefully to avoid dropping the camera and injuring the installer.
C. Do not fully tighten the camera to the mount. Thread the camera onto the mount ensuring the T-20 screws

on the top of the camera are accessible.

11
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Alarm In/Out
Audio In/Out

FIGURE 2-2: ROUTING THE CABLES

Y

DC48Vv
Or AC24V

RJ-45
Network
Port
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FIGURE 2-3: UsING WATER PROOF GLAND




Anti-Seize
Lubricant

FIGURE 2-4: MOUNTING THE CAMERA

2.3.4 Connecting the Wires

1.

13

Loosen the 3 (T-20) pendant cap screws with a T-20 torx star wrench (supplied), and let the camera’s body shift downward.

NOTE:
a. Be careful when letting the camera’s body shift downward to avoid it hitting someone or something.

b. Therecommended method of locking and unlocking 3 screws is as follows. Please follow these

introductions. Also, the recommended torque of the screw is 2.0 £0.2 Nm (Newton meter).

Unlocked: To loosen the pendant cap screws in the counterclockwise direction (Steps 1-2-3).
Locked: To tighten the pendant cap screws in the clockwise direction (Steps 1-2-3)
Based on your needs, connect the power cable to the power port via one of the following 3 options.
AC 24V: Connect a power cable that supplies AC24V power source to the power terminal.
DC 48V: Connect a power cable that supplies DC48V power source to the power terminal.
PoE BT (Class 7): Connect an Ethernet cable terminated with RJ-45 p to the PoE BT RJ-45 port for both power supply
and network connectivity purposes simultaneously.
NOTE:
a. Therecommended wire size that can be used with 2-pin Power connector is limited to 28-20 AWG range
b. As soon as the camera is powered it will start to rotate and configure pan/tilt/zoom.
Also, connect the digital I/O (alarm in/out & audio in/out) cables to the connectors of unit if required.
NOTE:
a. Therecommended wire size that can be used with 12-pin Audio/Alarm connectors is limited to 28-20 AWG
range.
b. Itisrecommended to use the Cable Grommet (supplied) to ensure the product is sealed. After feeding the
cables through the grommet, insert the grommet into the hole located at the top of the rear cap. Alternatively,
a cable sealing gland (not supplied) can be used.



Camera
Body

FIGURE 2-5: LOOSENING THE PENDANT CAP

Alarm In/Out DC48V RJ-45
Audio In/Out Or AC24Vv  Network Port

FIGURE 2-6: CONNECTING THE WIRES

2.3.5 Completing the Installation

1. Close the pendant cap by letting the camera’s body shift upward. After that, use the T-20 torx star wrench (supplied) to
tighten the 3 (T-20) pendant cap screws. NOTE: Please pay attention to the locking direction. Also, the recommended
torque of the screw is 2.0 £0.2 Nm (Newton meter).
Fully tighten the camera to the mount by threading the camera 1 turn past hand tight.
Cover the 3 (T-20) pendant cap screws with the 3 rubber caps to complete the installation.

14
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Rubber Cap

FIGURE 2-8: COVERING THE RUBBERS

2.3.6 Adjusting the Field of View

1. View the camera image using the browser (refer to 2.4 Connection on page 17).

2. Utilize the settings in the Web interface (refer to 3.1 Live on page 21) to move the lens to the desired field of view.

3. Use the settings in the Web interface (refer to 3.1 Live on page 21)) to adjust the zoom and focus of the lens to the desired
field of view

NOTE: Focus adjustment and PTZ functions are done exclusively by Web Ul.

2.3.7 Network Topology

The unit, which is equipped with Ethernet RJ-45 network interface, can deliver video images in real time via either Internet or
Intranet. Please refer to the skeleton drawings shown below to aid your understanding.

15



IP Camera %
%% Remote PC

E Modem

Client PC Router / Switch

Internet

FIGURE 2-9: NETWORK TOPOLOGY

2.3.8 System Requirements

The table below lists the minimum requirements to implement and operate a unit. Network and processor bandwidth limitations
might cause the video stream to pause or appear pixelated when additional Web-interface users connect to the camera.
Decrease the images per second (ips), resolution, compression, or bit rate settings of the Web interface video streams to

compensate for network/processor limitations.
TABLE 2-1: SYSTEM REQUIREMENTS

System Hardware

CPU Intel® Pentium® 4 microprocessor, 2.4GHz or equivalent
RAM 1 GB or above
Monitor Minimum of 1024 x 768 resolution, 16- or 32-bit pixel color resolution

System Software

Operating System Microsoft Windows 10, Microsoft Windows XP, Win7 32 and 64 bit

Browser Microsoft IE 10 and later, Chrome, Firefox
Media Player Pelco Media Player or QuickTime® 7.6.5 for Windows XP and Windows 7; or QuickTime 7.6.4
for Mac OS X 10.4 (or later)
Unit
Power Supply PoE BT / AC 24V /DC 48V
All the installation and operations should comply with your local electricity safety rules.
2. This product is not compatible with QuickTime version 7.6.4 for Windows XP. If you have this
version installed on your PC, you will need to upgrade to QuickTime version 7.6.5.
Note 3. Network and processor bandwidth limitations might cause the video stream to pause or appear

pixelated when additional Web-interface users connect to the camera. Decrease the images per
second (ips), resolution, compression, or bit rate settings of the Web interface video streams to
compensate for network or processor limitations.

16



2.4 Connection

2.4.1 Default IP address

The unit’s default IP address is 192.168.0.20 and sub mask is 255.255.255.0. When setting default IP address of 192.168.0.20
the camera will check to see if that address is already in use and will bump the last octet of the address by 1 if it is. The bump
last octet of IP Address by 1 will continue until an unused IP address is found.

However, if you have a DHCP server in your network, the unit would obtain an IP address automatically from the DHCP server
so that you don’t need to change the camera’s IP address. The factory default is DHCP On and 192.168.0.20 assignment only

occurs when camera is set for DHCP but a DHCP server does not respond to request for an IP address.

2.4.2 Connecting from a Computer & Viewing Preparation
2.4.2.1 Using Pelco Device Utility Software to Get Camera’s IP Address

Pelco Device Utility software is a utility program that helps users to manage and configure the camera. Use the utility to find the
IP address since the default option is to obtain an IP address via DHCP and therefore the IP address will NOT be known. Steps
to get the utility program running are listed below.

Finish installing the Device Utility to the computer according to the installation instructions.

2. Login to the Device Utility by entering the camera’s User name and Password. In the window, enter the previously created
user name and password, then click Enter button to log in.
In the Manage Devices page, you can click Refresh Device List or Add New Device to search for the devices.

From the Device List, you can get series information about the camera, IP Address included.

?

For more information about using the Device Ultility, click this green icon . on the upper-right corner of the Device Utility

page.

2.4.2.2 Connecting from a computer

1. Check if there is networking available between the unit and the computer by executing ping the default IP address. Start a
command prompt (Windows: from the Start Menu, select Program. Select Accessories and choose Command Prompt.),
and type “Ping 192.168.0.20". If the message “Reply from...” appears, it means the connection is available.

2. Start Internet Explorer and enter IP address: 192.168.0.20. A login window should pop up. In the window, enter the
created friendly user name and created password to log in.

NOTE: If you do not know the camera’s IP address, you can locate it using the Pelco Device Utility software (refer to 2.4.2.1

Using Pelco Device Utility Software to Get Camera’s IP Address).

Further administration on the unit can be found in “3. Administration and Configuration".

PELLT

Username:| admin

Password: we

Log In

FIGURE 2-10: LOGIN WINDOW

17



NOTE: When connecting to the camera for the first time, or after restoring the camera’s setting back to factory default, a user
account must be created to enable access to video from the camera.

PELLD

A user must be created before accessing the camera.

Usemame:| admin
Password: we

Re-type Password:| e

Save

FIGURE 2-11: USER CREATION

1.2.2.3 Viewing Preparation

Images of the unit can be viewed through Microsoft Internet Explorer 9 or later. Before viewing, follow these steps to enable the

display.

Enable Cookies On the Privacy tab, move the settings slider to Low or Accept All Cookies.

2. Change Security in Internet options and click Custom Level to open the Security Settings — Internet Zone screen.
NOTE: If the camera operates inside of the intranet, click the Intranet icon. If the camera operates outside of the intranet,
click the Internet icon.

3. Scroll down to the ActiveX controls and plug-ins radio buttons and set as follows:

. [ Download signed ActiveX controls] =» Prompt (recommended)
. [ Download unsigned ActiveX controls] =» Prompt
. [ Automatic prompting for ActiveX controls] =» Enable

. [ Run ActiveX controls and plug-ins] = Enable
. [ Script ActiveX controls marked safe for scripting*] =» Enable

Press OK to save the settings.
Close all Microsoft Internet Explorer Windows and restart a new window. This will allow the new settings taking effect.

Type your setting IP address into the browser.

N o g &

Then you should be able to see the camera image screen.

18



3. Administration and Configuration

3.1 Live

Simply click on Live on the top right side of the browser window while accessing the IP address of the unit, and a live video is
displayed directly in the browser window. When clicking on Settings, a window will pop up for configuring “System”, “Network
& Security”, “Imaging”, “PTZ”, “A/V Streams”, and “Events”. Please refer to 3.2 Settings on page 223 for more information.
The current logged in identity shows to the right of the Help. Click on Logout admin of the administration window and
configuration will return to the camera image screen.

* Figures of 3. Administration and Configuration are taken for web interface introduction purposes only.

Following are the explanations to the tabs on the Live window.

QuickView Stream: Selects the image rate of the viewable video stream.

Display Settings

Throttle: [151pS ¥

Select Stream Cancel

FIGURE 3-1: SELECT STREAM SETTINGS

Maximize Viewing Area: Scales the image to the full size of the browser.

r_n
LDJ

Open Stream in New Window: Opens the video in a scalable, independent window. Opening the video in a
separate window allows you to view the video while other applications are running. This window can be minimized,
maximized, or closed using the title bar buttons of the active window. The window can also be resized to your
specifications by dragging the lower-right corner of the window.

[0

Snapshot: Capture a screenshot of what is seen currently on the live view image. A prompt message appears,
after clicking the icon, to allow user to either open the screenshot or save the screenshot to a designated path.

Show Toolbar: Resizes the video pane to normal view.

LU
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View Mode: O,

IP Camera-P2230-ESR-
IP Camera-P2230-ESR-

Go To Preset:

Activate Tour:

Activate Scan:

Activate Pattern:

m QuickView Stream

FIGURE 3-2: LIVE VIEW
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The PTZ control panel is used to conveniently execute pan/tilt/zoom functions on the live screen with ease. The figure and table
below will provide you with more information to show how to execute PTZ controls under the panel easily.

Go To Praset: No Descriptions

Select a Preset from the drop-down menu to make the selected preset be

Activate Tour: R ) .
activated immediately.

Activate Scan Select a Tour from the drop-down menu to make the selected tour be

v e 2 activated immediately.
Activate Pattern
- ° 3 Select a Scan from the drop-down menu to make the selected scan be
activated immediately.
A 4 Select a Pattern from the drop-down menu to make the selected pattern
e be activated immediately.
< e > 5 Click arrows to move camera in 4 directions manually. Also, pressing and
holding the middle cursor can move camera in multiple desired ways.
v
6 | Adjust focus to near/far distance by clicking +/-.
Focus
e O
7 | Adjust Iris value to be open/close by clicking +/-.
Iris

= W * G

FIGURE 3-3: PTZ CoNTROL PANEL

Under the live view screen, the zoom control panel helps users manipulate the zoom in/out functions with ease. Two methods
are available for zoom control: Sliding & Up/Down Arrows Increment.

) Sliding: Drag the slider bar to zoom in/out of the camera view.

) Up/Down Arrows Increment: Simply click the up or down arrow to zoom in/out of the camera view by step.

Zoom

3.6

FIGURE 3-4: Zoom CONTROL PANEL
NOTE: The available max zoom scale is subject to digital zoom function. If digital zoom is turned on beforehand, the available

zoom scale will be up to 360X (12X digital and 30X optical). On the other hand, if digital zoom is off, it will be up to only 30X
optical zoom available for a user. Refer to 3.2.3.1 General for more details about Digital Zoom.
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3.2 Settings

Click on Settings, a window will pop up for configuring “System”, “Network& Security”, “Imaging”, “PTZ”, “A/V Streams”, and
“Events”.

Settings: IP Camera-P2230-ESR-
System Netweork & Security Imaging PTZ AV Streams Events

General Settings

Device Name: /= Camena-P2230-258-

Time Settings
Time Server: ® None OHCP © Manus
Time Zore ¥ [ GMT v

Display Format: | 05/02/2015 08:30:15GMT V¥

Text Overlay
Sackpround: ¥ Black Live Preview
Transparent 2
Text Color | Black ¥
Content Position Content
Custom Text v
Top Left
Top Right Dale/Time v
Sottom Left Camers Nams= v
Custom Text v

A maximum of 3 Content Positions may be selected

Ssve | Reset Generate System Log | | Reboct Camera Restore All Camers Defacits

FIGURE 3-5: SETTINGS

3.2.1 System

Use the System tab to change the device name, configure the time settings, set up the text overlay for the live view, get backup,
display system information, update the firmware version and manage the SD card storage (if an SD card is inserted in the slot).
You can also use the System tab to generate a system log, reboot the camera, or to restore the camera'’s factory default
settings.
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System Network Imaging PTZ AN Streams Events

Backup & Restore fos
Frmware Camers-P2220-ESR-T81501412
Storage Management
Time Settings
Time Server: None ® DHCP Manual
Time Zone v ||GMT v

Display Format: | 04/25/2018 13:21:59 GMT ¥

Text Overlay

Background: @ Black Live Preview
Transparent ®
Text Color |Black ¥
Content Position Content
Top Left PTZ Direction/Pitch/Zoom ¥
Top Right Camera Name = Date/Time ¥
Bottom Left Camera Name v
Custom Text v

Bottom Right

A maximum of 3 Content Pesitions may be selected
Save  Reset Generate System Log | | Reboot Camera | Restore All Camera Defaults

FIGURE 3-6: SYSTEM SETTINGS

Generate System Log
1. Click the System tab.

2. Click the Generate System Log button to create a system log that can be used by Pelco Product Support for
troubleshooting.

Contact Pelco Product Support at 1-800-289-9100 (USA and Canada) or +1-559-292-1981 (international).

Reboot Camera
1. Click the System tab.

2. Click the Reboot Camera button to restart the camera. Rebooting the camera does not change the configured
camera settings.

Restore All Camera Defaults

This process cannot be undone; all user and custom settings will be lost.

1. Click the System tab.
2. Click the Restore All Camera Defaults button to restore the camera’s factory default settings.
NOTE: If the camera is not connected to a Dynamic Host Configuration Protocol (DHCP) network, the IP address settings

for the camera will be lost and the server will not recognize the camera. DHCP On is the default setting for the camera IP
address.



3.2.1.1 General Settings

General Settings

Device Name: 1P Camer3-P2230-ESR-TE1501412

Time Settings

Time Server Nene ® pscP Marcs

Time Zone ¥ |[GMT v

Display Format: | 04/25/2018 11:07:36 GMT ¥

Text Overlay

Live Preview

Background: @ Black
Transparent
Text Color |Black ¥

Content Position Content

op Le! PTZ Direction/Pitch/Zoom v
¥ Top Right Camers Name + Date/Time V
Bettom Left Camers Name v
Custom Text v

Bettom Right
A maximum of 3 Content Positions may be selected

Ssve | | Reset Generale System Log | | Reboct Camera

Pelco.com
FIGURE 3-7: GENERAL SETTINGS

General Settings

Change the Device Name by following steps:

Click the Device Name box and highlight the text.

Restore All Camera Defauits

2. Type a user-friendly name into the Device Name box (2 to 64 characters). A user-friendly name makes it easier to

recognize the device on the network. Examples of user-friendly names are Front Door, Lobby, or Parking Lot.

3. Click Save to save the new device name, or click Reset to restore to the previously saved device nhame.

Time Settings

If the camera is connected to a Dynamic Host Configuration Protocol (DHCP) network that has time server properties

configured, the camera will synchronize automatically with the time server. If the DHCP network’s time server properties are not

configured or the network does not have a time server, you need to configure the time settings manually.

1. Type the IP address of the time server in the Time Server field. The time server is an external server that uses

Network Time Protocol (NTP) to synchronize the camera date and time settings.

2. Select the Time Zone option. Select the continent and the region that are closest to the camera’s location from the

Time Zone drop-down menus.

NOTE: If your location observes a form of daylight saving time, the system will automatically change the time on the

associated dates.
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3. Select the format in which the date and time will appear from the Display Format drop-down field if you have opted to
show the Date/Time Overlay.

4. Click the Save button to save the settings, or click the Reset button to clear all of the information you entered without
saving it.

Text Overlay

1. Background: Set the background color for the text overlay as black or transparent. Text color for the transparent
background can be also customized from the drop-down menu when the transparent background option is selected.

2. Content: Five content options can be selected to display from the drop-down menu: Date/Time, Camera Name,
Camera Name + Date/Time, Custom Text and PTZ Direction/Pitch/Zoom. The blank text field, which is for inputting
desired text by users, shows only when Custom Text option is selected.
NOTE: Multiple content options can display simultaneously.

3. Content Position: Four positions can be selected to display content overlays: Top Left, Top Right, Bottom Left, and
Bottom Right. A maximum of three positions can be enabled simultaneously.

4. Click the Save button to save the settings, or click the Reset button to clear all of the information you entered without

saving it.

3.2.1.2 Backup & Restore

Backup

Dowmload = full backup file of camera sattings:

Dowinload Now

Restore

Choose a backup file to restore camera saftings:

Choose File | Mo file chosen

Uplozd and Restora | Maote:Restoring will cause the camarz to rastart.

FIGURE 3-7: BACKUP AND RESTORE SETTINGS

Backup

Once the camera settings have been configured for optimal scene display, use the backup feature to save the camera settings.

Restore

If the camera settings are changed and inadvertently result in a less desirable image, use the restore setting to restore the

camera to the previously saved settings.

NOTE: This feature is not intended for the configuration of multiple units or for firmware upgrades.
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3.2.1.3 Firmware

System Information
Firmware Version: 05.20.1.8(MB:3.3)
Hardware Version: 0000-A1.1-50501

Model Number: P2230-ESR

Serial Number:

Firmware Update

Choose a ppm file to upgrade camera.

File Name: | Choose File | Mo file chosen

Upload

FIGURE 3-9: SYSTEM INFORMATION AND FIRMWARE UPDATE SETTINGS

System Information
The System Information page fields are read-only and include the firmware version, hardware version, model number, and
serial number of the system are revealed here as below figure. This information is typically required by Pelco Product Support

for troubleshooting purposes.

Firmware Update
Users can update system firmware if available. Ensure a user has been created before updating camera’s firmware. All camera
motions will shut down during firmware update. Please close any other screens before firmware update. Never disconnect
power or LAN cable during the firmware update process. It takes approximately 3 minutes for the unit to reboot after firmware
update process. Again, power can’t be lost when updating firmware since it will cause the update failure and manufacturer

maintenance will be required.

3.2.1.5 Storage Management

The detailed information of an inserted SD card will be shown in this page where the device type, total capacity, free space and
status are presented explicitly for users to preview. Also, the “Format Device” function is deployed here for further
employment. Select either “vFAT” or “ext4” option from the Format Device dropdown menu, depending on preferred preference,

and click on “Format” button to perform SD card format action.

Device Information

Device Type:
Free Space: Total size:
Status: Full:

Device Setting

Format Device: |ext4 (recommended) vl Format

FIGURE 3-10: STORAGE MANAGEMENT SETTINGS

26



3.2.2 Network & Security

Use the Network & Security tab to change the camera’s general network settings, configure a user's management setting,
select the Secure Sockets Layer (SSL) settings, enable Secure Shell (SSH), configure 802.1x port security settings, choose
SNMP Server, Firewall mode, enable FTP access to this camera, and finally activate VMS Connectivity with the specific server-

System Metwork Imaging PTZ A Streams Ewents

System Settir Users & Security

Hardware Address: & —
Hestname: |F S5H
HTTP Port: 2 B02.1x
HTTPS Port: |4 SNMP
RTSP Port: & Firewall
FTE
IPv4 Settings VMS Connectivity

DHCE: = gp OF
IP Address: |172.2020.78

Subnet Maszk:

Gateway: (17
Primary DNS: 0.0.0.0

Secondary DNG: 0.0.0.0

IPvE Settings
IPvE: On ® oOff

Save Rzt
FIGURE 3-11: NETWORK CONFIGURATION

3.2.2.1 General

Set the General Network Settings for network communication settings.
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System Settings

Hardware Address:
Hostname:

HTTP Port:

HTTPS Port:

RTSP Port:

00:04:7d: 27:68: 2e
P2230-ESR-TE1501412
20

443

554

IPv4 Settings

DHCP:

& On Off

IP Address: |172.20.20.78

Subnet Mask:

Gateway: |17

Primary DMNS:

Secondary DNS:

IPv6 Settings

IPvE:

Configuration Mode:

® On Off

Mznual Only ¥

Link-Local Address:
Manual 17 Address:
{on= per line)

Manual DNS Servers:
{ona per line)

Mznuzl Gateways:
(ana per line)

Save Resat

System Settings

FIGURE 3-12: GENERAL NETWORK SETTINGS

Settings under the System Settings are Hostname, HTTP Port, HTTPS Port, and RTSP Port. Contact your network

administrator before changing port settings to ensure that your port settings do not conflict with your network infrastructure.

[ Hostname

1. Click in the Hostname box and highlight the text.

2. Type a user-friendly name into the Hostname box (1 to 21 characters) using any combination of alphanumeric

characters. A user-friendly name makes it easier to recognize the device on the network.

3. Click the Save button to save the settings, or click the Reset button to clear all of the information you entered without

saving it.

® HTTP Port

NOTE: The HTTP port number must remain at the default setting (80) when connecting to a Pelco video management

system (VMS) platform. If connecting to a Pelco VMS, do not change the HTTP port setting.
1. Click in the HTTP Port box and highlight the text.

2. Type the new port number in the HTTP Port field. The default port for HTTP communications is 80.

3. Click the Save button to save the settings, or click the Reset button to clear all of the information you entered without

saving it.

® HTTPS Port

NOTE: The HTTPS port is not configurable unless you have set SSL Mode to Optional or Required and installed a security
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certificate.
1. Click in the HTTPS Port box and highlight the text.
2. Type the new port number in the HTTPS Port field. The default port for HTTPS communications is 443.

3. Click Save. If you have changed the setting in error, you can click reset to revert to the previously saved setting.

® RTSP Port
1. Click in the RTSP Port box and highlight the text.
2. Type the new port number in the RTSP Port field. The default port for RTSP communications is 554.
3. Click the Save button to save the settings, or click the Reset button to clear all of the information you entered without

saving it.

IPv4 Settings
Enable or disable the Dynamic Host Configuration Protocol (DHCP) server. DHCP automatically assigns an IP address to
the device if there is a DHCP server on the network.
® |f DHCP is set to On, the IP address, subnet mask, gateway, and DNS server settings are read-only text.
® |f DHCP is set to Off, these settings must be manually changed.
Change the following network settings as required:
1. IP Address: The address of the camera connected to the network.
2 Subnet Mask: The address that determines the IP network that the camera is connected to (relative to its address).
3. Gateway: The router that accesses other networks.
4 DNS Servers: The addresses of the dedicated servers that translate the names for Web sites and hostnames into
numeric IP addresses.
5. Click the Save button to save the settings, or click the Reset button to clear all of the information you entered without

saving it.

IPv6 Settings

Your device supports IPv6 in conjunction with IPv4 configurations; the device does not support IPv6-only network deployments.
The device will accept up to sixteen IPv6 addresses, three IPv6 DNS servers, and three IPv6 gateways.

There are two configuration modes for IPv6 address assignments:

Auto: Enables automatic configuration using router advertisement. Additional configuration can be provided over DHCPV6 (if
available on your network). Selecting Auto mode still allows you to manually configure additional IPv6 addresses, DNS servers,
and gateways.

Manual Only: Provides a link-local IPv6 address for the device and allows you to assign up to 16 static IPv6 addresses to the
device.

1. Place your mouse pointer over the Network tab.
2. Select General from the drop-down menu.
3. Select On for IPVv6.

4. Select a Configuration Mode from the drop-down box. Selecting Auto allows the device to configure the remaining IPv6
settings automatically, rendering the remaining steps optional.

5. (Optional) Provide static, unicast addresses in the Manual IP Addresses box. Each address requires a prefix, and it must be
input using the format prefix/IPv6Address. Manual IP addresses without prefix information will be rejected.

6. (Optional) Provide the addresses of DNS servers that are not configured automatically in the Manual DNS Servers box.
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7. (Optional) Provide the addresses of gateways that are not configured automatically in the Manual Gateways box.
NOTES:

*» The device will not accept multicast, localhost, or undefined IPv6 addresses.

* Link-local addresses are not supported for DNS.

» Manually specified DNS servers supersede automatically discovered DNS servers.

» Manually specified DNS servers are not validated by the device; verify any manually specified DNS servers before saving IPv6
settings.

» Manually specified gateways must be on the same network as the device’s IPv6 addresses. Behavior for a gateway that is not
on the same network as the device’s IPv6 addresses is undefined.

» Some video management systems (VMS), including Pelco VMS systems, do not support connections to camera devices over
IPV6.

3.2.2.2 Users &Security

Use the Users & Security tab to create and manage user accounts and to change the way the camera manages the user

settings.

Settings: IP Camera-IMP221A-11S-T72208067

System Netwark Imaging A/V Streams Users Events

User Management Remote Users
Users
admin New User
access Level: ® Admins O Managers O Operators O Viewers
Admins are able to use all functionality of the camera
Username:
Password:
Re-type Password:
Save || Reset
New User Delete User
Security
Pelco APT O open Authentication
® Closed Authentication =
RTSP/IPEG O pen Authentication
® Require Authentication ®
Authentication O Digest
Method - Diges v

FIGURE 3-13: USErRS CONFIGURATION

User Management
User accounts are created to limit the permissions of individuals who are logged onto the camera. The User Management page

also includes four predefined access level settings that include Administrators, Managers, Operators, and Viewers permissions.
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User Management

Users
Admin New User

Access Level: ® Admins | Managers |/ Operators ' Viewers

Admins are able to use all functionality of the camera

Username:
Password:

Re-type Password:

Save | Reset

New User Delete User

Security

Pelco API ® Open Authentication . This setting leaves your camera open to various intrusions and is not recommented.

Closed Authentication *

RTSP/IPEG Open Authentication | This setting leaves your camera open to various intrusions and is not recommented.

FIGURE 3-14: USERS & SECURITY

Creating a New User
Click New User button below the left box and Select the Access Level for the new user.

® Access Level
1. Select the Access Level for the user.
. Admins: This is the only defined group that cannot be deleted. This group has access to all permissions.
. Managers: This defined group can be modified or deleted. This group has access to all permissions except the
permissions of access to the Users page and the restore factory defaults.
. Operators: This defined group can be modified or deleted. The default permissions for this group are video
stream view, PTZ manipulation as well as the use of API.
NOTE: PTZ manipulation permission varies by applicable models.
. Viewers: This defined group can be modified or deleted. The default permissions for this group are limited
within the video stream view and the use of API.
2. Click the Save button to save the settings and create a new user. The new user profile appears in the box on the left

side of the page. Click the Reset button to clear all of the information you entered without saving it.

® Username
Click in the Username box and type a user name (2 to 23 alphanumeric characters). User names are case-sensitive.

® Password
Click in the Password box and type a password (4 to 16 alphanumeric characters). Passwords are case-sensitive.

® Re-type Password
Click in the Retype Password box and retype your password.

Click the Save button to save the settings and create a new user (the new user profile appears in the box on the left side of the
page), or click the Reset button to clear all of the information you entered without saving it.

Deleting a User
1. Click the user profile that you want to delete from the defined users section located in the box on the left side of the

page.
2. Click the Delete User button. A dialog box appears with the message “Are you sure you want to delete this user?”
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3. Click OK. The user profile is deleted from the defined user profiles section.

NOTE: The default “admin” user cannot be deleted.

Security
® Pelco API

Select “Closed Authentication” will request video clients to conform to Pelco API (Application Programming Interface)

protocol in order to access to the camera, while selecting “Open Authentication” will make API protocol of the camera fully

open to various intrusions, which is not suggested due to security concerns.
® RTSP/JPEG

Select “Require Authentication” will request video clients to conform to RTSP (Real Time Streaming Protocol) or JPEG

protocol in order to access to the camera, while selecting “Open Authentication” will make RTSP/JPEG protocol of the

camera fully open to various intrusions, which is not suggested due to security concerns.
3.2.23 SSL

To ensure security on the Internet, all Web browsers provide several security levels that can be adjusted for sites that use SSL

technology to transmit data. SSL encrypts communications, making it difficult for unauthorized users to intercept and view user

names and passwords.

SSL requires signed certificates to determine if the Web browser accessing the camera has the required authentication. The

camera can generate a certificate signing request (CSR) that can be sent to a certificate authority for a signature (for example,

VeriSign®), or it can generate a self-signed certificate using the Generate Self-Signed Certificate option.

SSL Configuration

Mode: @ Disabled Optional Required

Certificate

Mo Certificate has been installed

Save Reset Install New Certificate

FIGURE 3-15: SSL CONFIGURATION

SSL Configuration

Select one of the following modes:
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Required: A signed Secure Sockets Layer (SSL) certificate must be installed, and a secure URL that begins with the
protocol name “https:” must be used to access the camera. Sensitive data is always encrypted during transmission. A URL
that begins with the “http:” protocol rather than the “https:” protocol will be redirected to the secure URL automatically.
NOTE: Beginning with firmware version 1.8.2, this field cannot be modified in the Web browser. To select or clear the
required mode, you must use the ONVIF or Pelco API call. Doing so avoids placing the camera into a mode in which it

would no longer work with a connected VMS system.

Optional: A signed SSL certificate must be installed, but a secure URL that begins with the protocol name “https:” is
optional when accessing the camera. You can also access the camera using a standard URL with the “http:” protocol, but
sensitive data is not encrypted during transmission. To ensure that sensitive data is encrypted, you must use a secure
URL with the “https:” protocol.

Disabled (default): Turns off access to the Web client through SSL. Sensitive data will not be encrypted during

transmission.



NOTE: If the SSL mode is set to disabled, you cannot access the camera using a URL that begins with an “https:” protocol.
Your Web browser displays an error message if you do not type the camera URL correctly.

Refer to the following sections for more information:
» Generating Self-Signed Certificate on page 33

* Generating Certificate Request on page 33

Certificate
® Generating Self-Signed Certificate
1. Click the Install New Certificate button located at the bottom of the SSL Configuration page. The Select Certificate

Install Method option buttons appear on the page.

Certificate
Select Certificate Install Method

9! Generate Self-signed Certificate
Generate Certificate Request

Upload Certificate
Meat Cancel

Save Reset Install Mew Certificate

FIGURE 3-16: SELECT CERTIFICATE INSTALL METHOD OPTION

2. Select the “Generate Self-signed Certificate” option, and then click Next. The “Self-sighed Certificate

Information Form” opens.

Certificate
Generate Self-signed Certificate
Country Code: Organization Name:
State/Province Name: Organizational Unit Name:
City Name: Email Address:

Common Name: |ipcamera
Generate Cerfificate Cancel

FIGURE 3-17: GENERATING SELF-SIGNED CERTIFICATE CONFIGURATION

3. Fill in all of the fields, and then click Generate Certificate. The following progress message appears on the page:
“Loading data...” After a while, the certificate is uploaded to the device.

4, After the certificate is uploaded, select the desired mode.

5.  Click Save.

NOTE: Self-signed certificates are valid for one year. The certificate’s expiration date is listed in the Installed Certificate

information section. If the certificate has expired and you attempt to access the camera using a secure URL, the Web

browser displays a message. Repeat this procedure to generate and upload a new certificate.

® Generating Certificate Request
1. Click the Install New Certificate button located at the bottom of the SSL Configuration page. The Select Certificate
Install Method option buttons appear on the page.

2. Select Generate Certificate Request, and then click Next. The “Certificate Request Form” opens.
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Certificate

Generate Certificate Signing Request
Country Code: Organization Name:
State/Province Name: Organizational Unit Name:
City Mame: Email Address:

Common Name: Iptamera

Generate Request Cancel

FIGURE 3-18: GENERATING CERTIFICATE REQUEST

3. Fill in all of the fields, and then click Generate Request. The following progress message appears on the page:
“Generating certificate signing request, please wait...”

4. Send the CSR, which looks like an encrypted block of undecipherable text, to a third-party certificate authority of
your choice for a signature.

5.  After you receive the signed certificate, click the Install Certificate button to upload the signed certificate to the
device.

6. After the certificate is uploaded, select the desired mode.

7. Click Save.

NOTE: Depending on the third-party certificate authority that signed your certificate, you might need to renew your

certificate after a specified amount of time. Consult the certificate authority for more details.

® Upload Certificate
1. Click the Install New Certificate button located at the bottom of the SSL Configuration page. The Select Certificate
Install Method option buttons appear on the page.
2. Select Upload Certificate, and then click Next. The “Certificate” opens.

Certificate
Certificate
Upload Certificate: [ Browse... |
CA Certificate (optional): Browse... |

Upload Cancel

FIGURE 3-19: UPLOAD CERTIFICATE

3. Choose the Certificate you want to upload and then click Upload button. The following progress message appears
on the page: “Loading data...”

4. After the certificate is uploaded, select the desired mode.

5. Click Save.

® Delete Certificate

1. Once you successfully upload a certificate, Delete Certificate button will appears at the bottom of the SSL
Configuration page.

2. If you want to delete the certificate, click the Delete Certificate. The following progress message appears on the
page: “Deleting certificate file...”

3. Click Save.
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3.2.24 SSH

SSH is a user-enabled protocol that allows Pelco Product Support to log on to and service the camera for advanced

troubleshooting purposes.
From this page, users with the appropriate permissions can enable or disable SSH access to the c